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From AI Assistants to AI Agents

• Autonomous

• Goal-oriented

• Perception

• Plan-do-check-act

• Execution authority over real systems

Agentic AI Frameworks

• AutoGPT, BabyAGI

• ReAct, AutoGen

Supporting protocols

• MCP (Anthropic)

• ACP (IBM)

• A2A (Google)



AI: Massive Investment

0

200

400

600

800

1000

1200

1400

2021 2022 2023 2024 2025 2026

US

VC GenAI Big Tech Govt

billion US$

Disclaimer: 
numbers 
from 
ChatGPT

Global AI Investment: 
US$ 2.55 trillion in 2026?

US China Europe Rest



AI: Speed of Development



AI: Powerful but

• We do not fully understand how 

these systems work and fail

• Very brittle

• Guardrails essential but these 

are also brittle



AI and security: 
adversarial machine learning

Szegedy, C., Zaremba, W., Sutskever, I., Bruna, J., Erhan, D., Goodfellow, I., Fergus, R. Intriguing properties of neural networks. ICLR 2014



Prompt Injection Attack

Prompt resulting in 28 Mbytes 

of (training) data

https://not-just-

memorization.github.io/extracting-training-

data-from-chatgpt.html

28 November 2023



Credit: Vera Rimmer



AI and Cybersecurity

Valuable tool
Strengthening 

defenses
Destabilization

Robust 
defense

Credit: Vera Rimmer



AI Helping Cybersecurity

Unthinkable without AI

• Malware detection

• Intrusion detection

• Vulnerability detection and patching

• Fraud detection: transactions, domain registrations

• Phishing detection

• Data loss prevention

• Side channel analysis

Questions to ask

• How reliable? (false positives/negatives)

• Adaptive adversaries?



The Dark Side of AI

Spear phishing attacks

Automation of cyberattacks: all MITRE stages resulting in lower barrier 

of entry

Misinformation and deepfakes

Hallucinations

Data feedback loops

Unpredictabiltiy 

Clark Barrett et al. Identifying and Mitigating the Security Risks of Generative AI, 2023,  https://arxiv.org/abs/2308.14840





Mozilla

Firefox: 31 vulnerability fixes in April’ 25; 423 in April ’26

• https://hacks.mozilla.org/2026/05/behind-the-scenes-hardening-

firefox/

• https://techcrunch.com/2026/05/07/how-anthropics-mythos-has-

rewritten-firefoxs-approach-to-cybersecurity/



First remote Linux kernel exploit discovered and 
exploited by an AI?

https://rival.security/posts/mythos-discovered-a-cve-already-in-its-training-data---and-thats-still-worrying

CVE-2007-3999! NIST’s NVD describes this vulnerability as a: stack-based buffer overflow in 

the svcauth_gss_validate function in lib/rpc/svc_auth_gss.c in the RPCSEC_GSS RPC library (librpcsecgss) in 

MIT Kerberos 5 (krb5) 1.4 through 1.6.2, as used by the Kerberos administration daemon (kadmind) and some 

third-party applications that use krb5, allows remote attackers to cause a denial of service (daemon crash) and 

probably execute arbitrary code via a long string in an RPC message.



From days to minutes?



AI Security Institute: Evaluation of cyber capabilities of 
frontier models (30 April 2026)

https://www.aisi.gov.uk/blog/our-evaluation-of-openais-gpt-5-5-cyber-capabilities



AI Security Institute: Evaluation of cyber capabilities of 
frontier models (13 May 2026)

https://www.aisi.gov.uk/blog/how-fast-is-autonomous-ai-cyber-capability-advancing



Mythos 5/Fable 5 ahead (9 June 2026)
 but slow and expensive



Fable 5 (9 June 2026)
safeguards for cybersecurity, biology and chemistry, or model distillation 

https://www.vellum.ai.blog/claude-fable-5-and-mythos-5-benchmarks-explained
https://www.endorlabs.com/learn/claude-fable-5-mythos-grade-hype

Coding 
Offense better than defense
Science
But also critical voices (cheating, cost, timeouts)

On exploits Fable 5 falls back to Opus 4.8





The Future

• Academic world has no/limited access for now

• Models will become more powerful – Mythos/Fable capabilities will 

become available in open models

• Basics will remain important

• Risk management will change (beyond dynamics)

• Development will not stop: beyond nation states

• Cybersecurity will increase in importance (with some cost for privacy)

• AI adds a new dimension to the digital sovereignty debate



AI War: Machine versus Machine

Joysula Rao, USING AI FOR SECURITY AND SECURING AI in Robust Machine Learning Algorithms and Systems for Detection and Mitigation of 
Adversarial Attacks and Anomalies: Proceedings of a Workshop (2019).
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